
 

 
 

 

Privacy Liability and Breach Response Insurance 
Frequently Asked Questions 

 
What is Privacy Liability and Breach Response insurance? 

 
This insurance typically includes two major coverage sections: 

 
• Covers damages and claims expense incurred as a result of theft, loss, 

destruction, or unauthorized disclosure of personally identifiable non-public 
information. 

 
• Covers the notification costs associated with a security breach in order to comply 

with a Security Breach Notice Law. 
 

What are the typical costs of a date breach? 
 

There is no such thing as a typical data breach, and this applies to costs as well. 
Computer forensics starts at about $10,000 and may run upwards of several hundred 
thousand dollars. Response costs alone (creating and mailing notification letters, setting 
up a call center, offering credit monitoring) can cost $30 per affected record. One must 
also consider the additional exposure to regulatory actions, penalties, or a lawsuit. 
These figures do not include the public relations costs to your business. 

 
The Ponemon Institute conducts independent research on privacy, data protection and 
information security policies. Their latest data breach study reveals that the average cost 
of a data breach has risen to $214 per customer record. 

 
Why do I need this insurance? I outsource all my IT and computer security to a 
reputable outside vendor? 

 
Even the experts experience security breaches (that’s why they buy insurance too!). 
And if their breach involves your clients’ personal non-public information, then the legal 
duty to provide notification to your clients lies with you, not your vendor. And if a 
consumer lawsuit is filed over the breach, it will likely name your company as well. 

 
I am a small business, not a large corporation. Do I really need this coverage? 

 
Yes. A 2011 data breach study found that 63% of breaches in 2011 involved 
organizations with fewer than 100 employees. Many times hackers find targets by 
looking for computer security weaknesses or flaws to expose without regard to the size 
of the business on the other end. Furthermore, employee negligence, which has no 
correlation to the size of a business, is a leading cause of data breaches. 



Aren’t security breaches covered under my general liability policy? 
 
Commercial general liability policies of the type that many small businesses have 
provide coverage for bodily injury and damage to tangible property. This does not 
typically included data. In some cases, general liability policies may expressly exclude 
coverage for security breaches. In any case, general liability policies do not provide the 
first party breach response services provided by the BBR Select policy. 

 
What are some examples of privacy breaches within the Mortgage Bankers and 
Brokers industry? 

 
Texas Mortgage Company – February 2012 

 

Software security breach of its internet Loan Prequalification System. Number of 
records affected is unknown, but company sent notification letters to those whose 
records may have been breached and posted a notice on its website. 

 
Nevada Mortgage Company – January 2009 

 

40 boxes of personal documents containing names, social security numbers, credit 
scores, and bank information were found in a public dumpster. Number of records 
involved is unknown, however, the individual mortgage broker involved paid a $35,000 
civil penalty to settle FTC charges. The mortgage broker will have to pay an 
independent security professional to review its security processes every year for ten 
years. 

 
Minnesota Mortgage Lender – February 2010 

 

Employee of lender who only worked for the company for six weeks stole approximately 
100 people’s identities and used the information to steal money from their bank accounts 
and credit cards – totaling $150,000. 

 
California Mortgage Company – September 2006 

 

Mortgage company’s payment processing vendor was robbed of several computer disks 
which contained names, social security numbers, addresses, loan & bank account 
information and copies of checks. Approximately 44 records affected. 

 
For more information contact Tom Delaney at 

1.800.323.2743 or tom.delaney@bankersinsuranceservice.com 
 

This fact sheet provides only a general description of the coverage afforded in the policies offered and should not be 
considered as altering the insuring agreements, terms, conditions, exclusions and endorsements of the policy itself. 
Please read the provisions contained in the actual policies and discuss them with your insurance professional. 
 

 
 

 
 

Bankers is a division of Financial & Professional Risk Solutions, Inc.(TX Lic. # 15890); in California DBA; 
FPR Insurance Solutions, Inc. Lic. # 0G83953 Ed. 09/15 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /SyntheticBoldness 1.000000
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Aon Standard for older system compatibility via PDF 1.4 \(Acrobat 5\) format.  Useful for systems that have issues with more modern PDF capabilities.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


